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Abstract— Integrating the full-duplex capability with quantum
communication potentially equips emerging wireless networks
with a quantum layer of security for the stringent communication
efficiency and security requirements. This paper proposes two
new full-duplex quantum communication protocols to exchange
classical or quantum information between two remote parties
simultaneously without transferring a physical particle over the
quantum channel. The first protocol, called quantum duplex
coding, enables the exchange of a classical bit using a preshared
maximally entangled pair of qubits by means of counterfactual
disentanglement. The second protocol, called quantum telex-
changing, enables the exchange of an arbitrary unknown qubit
without using preshared entanglement by means of counterfac-
tual entanglement and disentanglement. We demonstrate that
quantum duplex coding and quantum telexchanging can be
achieved by exploiting counterfactual electron-photon interaction
gates. It is shown that these tasks can be viewed as full-duplex
transmission of bits and qubits via binary erasure channels and
quantum erasure channels, respectively.

Index Terms— 6G, counterfactual communication, full-duplex
communication, quantum communication.

ACRONYMS
6G Sixth Generation.
AO Absorptive Object.
CQZ Chained Quantum Zeno.
D-CNOT Distributed Controlled-NOT.
D-MQZ Dual Modified Quantum Zeno.
H Horizontal.
MR Mirror.
MQZ Modified Quantum Zeno.
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ocC Optical Oscillator.

OD Optical Delay.

PBS  Polarizing Beamsplitter.

PR Polarization Rotator.

QAO Quantum Absorptive object.
QzZ Quantum Zeno.

SM Switchable Mirror.

\Y Vertical.

I. INTRODUCTION

HE sixth generation (6G) communication incorporates

state-of-the-art technologies to enable emerging services
such as intelligent autonomous vehicular networks, smart
wearable, and three-dimensional mapping and localization.
These technologies include the utilization of new spectra like
terahertz band for increased communication capacity, full-
duplex capability for improving attainable spectral efficiency,
quantum communication for unconditional security, and quan-
tum machine learning for intelligent network management [1],
[2], [3]. For instance, full-duplex capability has been inte-
grated with several existing as well as emerging classical
technologies; namely, millimeter-wave and terahertz commu-
nication, integrated sensing and communication, massive and
holographic multiple-input multiple-output transmission, and
dynamic spectrum sharing to enable 6G potential applica-
tions [4], [5], [6], [7], [8].

Duplex communication systems are employed to convey
information between remote parties in both directions, whereas
simplex communication allows sending the information in
one direction only. In full-duplex and half-duplex systems,
remote parties can transfer information in both directions
simultaneously and non-simultaneously, respectively. Specifi-
cally, full-duplex communication systems leverage the benefits
of both time and frequency resources for simultaneous uplink
and downlink operations, which can enhance the attainable
spectral efficiency by a factor of two. The major chal-
lenge in implementing full-duplex communication systems
is self-interference due to the power difference between the
transmitted and received signals. To overcome this challenge,
self-interference cancellation techniques such as passive sup-
pression and analog/digital cancellation have been proposed.
However, designing efficient self-interference cancellation
techniques is still a challenging task [9].

In contrast to classical communication, quantum communi-
cation enables full duplexity by quantum dialogue [10], [11],
[12], [13] and quantum state exchange [14], [15], [16], [17],
based on the unique properties of the quantum mechanics
such as quantum entanglement [18], [19], [20]. The quantum
dialogue [10], [11], [12], [13] provides a novel way of
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exchanging classical information by utilizing the preshared
entanglement, which is unattainable in classical communica-
tion. However, it requires multiple entangled pairs to exchange
even one bit of classical information. This paper proposes a
full-duplex protocol, which allows remote parties to exchange
one bit of classical information by using only one entangled
pair but no physical particle is transmitted over neither quan-
tum nor classical channels. The quantum state exchange allows
remote parties to exchange quantum information by means
of preshared entanglement, local operations, and classical
announcements [14], [15], [16], [17]. However, the amount
of information exchanged between remote parties depends on
the amount of preshared entanglement. This paper proposes a
full-duplex protocol, which allows remote parties to exchange
one qubit of quantum information without using preshared
entanglement and without transmitting any physical particle
over the quantum channel.

Counterfactual quantum communication enables remote par-
ties to transmit information without transmitting any physical
particle over the channel [21], [22], [23], [24], [25], [26].
Counterfactuality was first introduced in the context of coun-
terfactual quantum computation [27], [28], [29], [30] followed
by the counterfactual quantum cryptography [31], [32], [33],
[34], [35], [36], [37]. The basic concept is originated from
the interaction-free measurement to ascertain the presence or
absence of an absorptive object (AO) in an interferometer
without physically interrogating it [38], [39]. The counterfac-
tual quantum communication is based on the chained quantum
Zeno (CQZ) effect where the classical information is encoded
as the presence or absence of an AO in the interferometer [21],
[22], [40]. In contrast, transferring the quantum information
requires a quantum AO which can be in the superposi-
tion of presence and absence states [41], [42], [43], [44],
[45], [46].

In quantum mechanics, the hidden assumption of a pre-
shared phase reference' between remote parties [48], [49] and
the presence of the channel noise [50], [51], [52] are the
bottlenecks of quantum communication and remote computa-
tion protocols. Furthermore, although quantum communication
provides a novel way of secure communication under uncon-
ditional security [19], [53], [54], [55], [56], [57], [58],
recently, it has been shown that counterfactual attacks pose
a threat to conventional quantum cryptography protocols [59].
In counterfactual quantum communication, only local quantum
operations are required as no physical particle is transmitted
over the quantum channel between remote parties. Therefore,
a counterfactual setup (i) allows independent local definitions
of phase reference [60]; (ii) can outperform conventional
quantum teleportation in the presence of severe depolarizing
and bit-flip quantum noise [60]; and (iii) has the potential
to provide security against counterfactual attacks [31], [59].
Due to the aforementioned advantages of the coutnerfactual
quantum communication, it has gained attention in last one
decade [61], [62], [63], [64], [65], [66].

IThe existence of common definitions of quantum superposition states and
non-diagonal Hamiltonian evolution.
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This paper proposes two new full-duplex counterfactual
quantum communication protocols called quantum duplex
coding and quantum telexchanging to transmit classical and
quantum information between two remote parties in both
directions simultaneously, respectively. The protocols are
accomplished by designing nonlocal operations by exploiting
the inherent property of the counterfactual quantum communi-
cation. The key contributions of this paper are two full-duplex
quantum communication protocols, which are described as
follows:

e Quantum Duplex Coding: The protocol enables each
party to transmit one bit of classical information in
each direction simultaneously without transferring any
physical particle over neither quantum nor classical chan-
nels. The full-duplex capability is achieved by using a
single preshared Bell pair by means of counterfactual
disentanglement. It is shown that the quantum duplex
coding can be viewed as full-duplex transmission of bits
via binary erasure channels.

o Quantum Telexchanging: The protocol enables each party
to transmit one qubit of quantum information in each
direction simultaneously without transferring any phys-
ical particle over quantum channels. The full-duplex
capability is achieved without using preshared entan-
glement by means of counterfactual entanglement and
disentanglement. It is shown that the quantum telexchang-
ing can be viewed as full-duplex transmission of qubits
via quantum erasure channels.

The remaining sections are organized as follows: Section III
briefly explains the preliminaries to design quantum duplex
coding and telexchanging protocols. In Section IV, the
quantum duplex coding protocol is proposed by designing
modified quantum Zeno (MQZ) and distributed controlled-
NOT (D-CNOT) gates to transfer classical information in
both directions simultaneously. In Section V, the quantum
telexchanging protocol is demonstrated by designing dual
MQZ (D-MQZ) and dual D-CNOT gates for quantum state
exchange in a counterfactual way. Section VI briefly describes
how the information is transferred in counterfactual quantum
communication. Finally, Section VII gives our conclusions and
final remarks.

Notations: Random variables are displayed in sans serif,
upright fonts; their realizations in serif, italic fonts. Vectors
and matrices are denoted by bold lowercase and uppercase
letters, respectively.

1I. QUANTUM INFORMATION
A. Quantum States

A classical bit or simply a bit is the basic information
unit in classical information processing, which is characterized
by either 0 or 1. A quantum bit or a qubit in short, is a
quantum counterpart of the bit, which is a two-dimensional
state vector that can be decomposed into a linear combination
of orthonormal basis states—called quantum superposition.
The orthonormal basis states |0) and |1) are commonly used
in quantum information processing, called the computational
basis states, which are analogous to the classical bits 0 and 1.
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Generally, a quantum state is represented as a d-dimensional
state vector, called a qudit, and can be decomposed into a
linear combination of d-dimensional orthonormal basis states.
The state of a quantum system can be a either pure or mixed
state. Note that a pure quantum state is a linear combination
of basis states, whereas a mixed state is a convex combination
of multiple pure states of same dimension.

B. Quantum Entanglement

We have seen that a single bit has two possible states.
The number of possible states increases exponentially with
the number of bits. For example, a 2-bit classical system has
four possible states 00,01, 10, and 11. Similarly, a two-qubit
quantum system can be in superposition of four orthonormal
basis states. In addition to pure and mixed states, multi-qubit
quantum states can be further categorized as separable states
(independent to each other) and entangled states (quantum-
correlated to each other). For instance, Bell states denote
two-qubit maximally entangled states, which have no coun-
terpart in the classical mechanics. The entanglement denotes
the quantum correlation between multi-qubit systems, which
allows to infer the measurement results of all qubits by
measuring one qubit only. In quantum information science, the
quantum entanglement is an important resource to: i) ensure
the security of the communication network; ii) enhance the
Fisher information of the unknown parameter to be estimated;
and iii) increase the computation capability of the quantum
computer.

C. Quantum Measurements

The measurements are performed to determine the proper-
ties of the system under observation. In a classical system,
the measurements performed on a classical variable do not
affect the system state. In contrast, the state of the quantum
system collapses to one of the orthonormal basis states,
called the post-measurement states. For example, consider that
a single-qubit state [)) = ag|0) + a1 |1) is measured in
computational basis. Then, the system state collapses to |0)
and |1) with probability |ag|?> and |a;|?, respectively, where
lag|? + |a1|* = 1. Therefore, the quantum measurement irre-
versibly transforms the original state of the quantum system.
For a multi-qubit system, measurements can be performed
either on the complete system or the part of the system. For a
separable state, the measurement on one qubit does not affect
the state of the other qubit. In contrast, the measurement on
one half of the entangled system does affect the state of the
other half of the system and the state becomes immediately
known with certainty. This surprising phenomenon of quantum
mechanics plays an important role to detect the presence of
an eavesdropper in the quantum channel.

III. COUNTERFACTUAL QUANTUM COMMUNICATION

Counterfactual quantum communication is based on the
single-particle nonlocality and quantum measurement theory.
In general, the state of a quantum system evolves under the
internal Hamiltonian of the system. A quantum state collapses

IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 41, NO. 9, SEPTEMBER 2023

MR,
AO

H(V)-QZy Gate
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Fig. 1. A H(V)-QZ, gate with N cycles where H (V) stands for horizontal
(vertical) polarization of the photon, OC for an optical circulator, SM for
a switchable mirror, PR for a polarizing rotator, PBS for a polarizing beam
splitter, OD for an optical delay, MR for a mirror, and AO shows the absorptive
state of an object.

back to its initial state if the time between repeated measure-
ments At approaches to zero—called the quantum Zeno (QZ)
effect [67]. The QZ effect has been demonstrated to achieve
interaction-free measurement—i.e., ability to determine the
presence of an object in a certain region without interacting
with it—where the state of a photon acts as an unstable
quantum state corresponding to the presence of the AO [39].
This section begins by introducing a brief review of the overall
actions of the QZ and CQZ gates [64], [68] that are invoked
to formulate the D-CNOT and dual D-CNOT operations to
transfer classical and quantum information in both directions
simultaneously.

A. QZ Gates

Fig. 1 shows the Michelson version of the QZ gate [68]
to perform the interaction-free measurement. The QZ gate is
to ascertain the classical behavior of an AO, i.e., to infer
the absence state |0), or the presence state |1),, of AO
without interacting with it. The H(V)-QZy gate takes an
H (V) polarized photon as input where H (V) denotes the
horizontal (vertical) polarization of the photon. The switchable
mirror SMy is initially turned off to allow the passing of
the photon and is turned on for N cycles once the photon is
passed. After N cycles, SMy is turned off again allowing the
photon out. The polarization rotator PRg(V) gives rotation to
the input photon by an angle y = 7/ (2N) as follows:

[H(V)), — cosOn [H(V)), +sinby [V (H)),,
[V (H)), — cosOn [V (H)), —sinty [H(V)),.
ey

The photon state |¢) after PRg(V) in the first cycle of the
H(V)-QZy gate is given by

|¢) = cosfn [H(V)), +sindn [V (H)), . ()

PRIV

Then, the polarizing beam splitter PBS separates the H and
V components of the photon into two different optical paths:
SM — MR; and SM — MRy. The H (V) component goes
towards MR; and the V (H) component goes towards MRs.
The photon component in the second optical path only inter-
acts with the AO (control terminal).
o AO = (0),: In the absence of the AO, the V (H) compo-
nent of the photon is reflected by MR, and is returned to
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state [H (V)), with the probability

TABLE I
H(V)-QZy AND H(V)-CQZ s,y GATES
Tnput Control QZ Gate CQZ Gate
Output | Probability | Counterfactuality Output | Probability | Counterfactuality
H(V)), 10) x0 [V (1), 1 No [H V), Ao Yes
1) s0 [HWV), I Yes [V (1), A1 Yes
MR [H(V)), after N cycles. This component ends up at the
detector D after PBS. Hence, the inner QZ gate acts as
an AO for the outer QZ gate in the absence state |0) , .
————————————— Cpmr—o—l——————————————w‘ where D serves to detect the event that the photon is
! found in the control terminal. In each outer cycle, unless
pBst(Y) i the photon is discarded, the photon state collapses back
V(H)-QZy ) D D i to the initial state |H (V))p with the probability cos? 0,
! where 0y = 7/ (2M). After M outer cycles, the photon
i is not discarded at detector D and ends up in the initial
|
|

Fig. 2. A H(V)-CQZj;,n gate with M outer and N inner cycles where
D is a photon detector. Table I shows the overall action of the H(V)-CQZ s, &
gate.

PBS. Hence, the photon state remains unchanged. After
n (< N) cycles, the photon state is given by

|¢) = cos (nfn) [H(V)), +sin(nn) [V (H)),. (3)

The photon will end up in the state |V (H))
certainty by 7/2 rotation after N cycles.

e AO = |1),o: In the presence of the AO, the V
(H) component is absorbed by the AO if it is found
in the control terminal. In each cycle, the probability
of this absorption event is equal to sin®#y. Unless the
photon is absorbed, the photon state collapses to the
initial state [H (V)) . After N cycles, the photon is not
absorbed and ends up in the state [H(V))  with the
probability

o with

W= cos®™ On 4)

tending to one as N — oo.

Table I shows the overall action of the QZ gate. Note
that the H(V)-QZy gate has the output [H(V)) in the
presence state |1) o, if the photon has not traveled over the
control terminal (quantum channel). Hence, the QZ gate is

counterfactual only for this measurement outcome.

B. CQZ Gates

Fig. 2 shows the nested version of QZ gates with M
outer and N inner cycles [64]. The CQZ gate enables
ascertaining the absence or presence of the AO counter-
factually for both outcomes. The H(V)-CQZjy; v gate also
takes an H (V) polarized photon as input. In each outer
cycle, the V (H) component of the photon enters the inner
V(H)-QZy gate.

e AO = |0),o: In the absence of the AO, the inner

V(H)-QZy gate transforms the photon state [V (H)) , into

o = cos*M ;. %)

tending to one as M — oo.

e AO = |1),: In case the AO is present, the V (H) compo-
nent of the photon recombines with the H (V) component
and the photon state remains unchanged for the next outer
cycle unless the photon is absorbed by the AO. Hence,
the inner QZ gate acts as a mirror for the outer QZ gate
in the presence state |1), . After i (< M) outer cycles,
unless the photon is absorbed, the photon state is given by
|¢) = cos (mbar) [H(V)), +sin (mbar) [V (H)),,, which
is again not absorbed by the AO for the next outer cycle
with the probability

[1 — sin® (i6) sin® On] " . ©6)

Hence, unless the photon is absorbed by the AO, the
H(V)-CQZy,n gate transforms the input state [H (V)
into [V (H)),, with the probability

M
A= [T [ - sin? (0a) sin? 6] ™ 7

i=1
tending to one as M, N — oo.

Note that the CQZ gate is counterfactual for both the

outcomes and infers the absence or presence of the AO (with

the probability Ay or A1) but no physical particle (photon) is
found in the control terminal (see Table I).

C. Counterfactual Communication

A communication task can be achieved in a counterfactual
way by using the QZ or CQZ gate where the sender (Alice)
has an AO and the receiver (Bob) equips the (C)QZ gate
[21], [22]. To transfer a classical bit b € {0, 1}, Alice encodes
this information as

AO = |b) (- (8)
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Encoding MR
Alice b b) a0

Do

Bob [H(V))
0 D,
Alice b Bob b
1-p 0 > 0
1—pn
p 1 > 1
L
Fig. 3. H(V)-QZp counterfactual communication where Alice encodes her

classical message b in the AO state |b) ,  and Bob throws his H (V) polarized
photon towards the H(V)-QZ gate to decode this message corresponding
to the detector Dy clicks. This QZ counterfactual communication forms a
classical binary Z-channel with the error probability 1 — p for b = 1.

1.0 0.7
0.8
0.6
O 06
z
g 405 F
&
O 04
104
0.2
=== C
Px
0.0 ‘ : - ‘ 0.3
2 20 40 60 80 100
N
Fig. 4. Capacity C' [bits/photon] and the capacity-achieving distribution

px for the H(V)-QZx counterfactual communication as a function of N.
The 80 % efficiency (C' = 0.8 bits/photon) is achieved at N = 31 with
px = 0.463.

1) OZ Simplex Communication: The communication with
the QZ gate is counterfactual only for the one classical bit—
i.e., semi-counterfactual [21], [68]. The photon is found in the
transmission channel with the probability one for b = 0. Bob
equips only a single-photon source and detector D; as shown
in Fig. 3. The QZ gate is the part of the transmission channel
where the input terminal is connected with the single-photon
source [40]. Bob starts the protocol by generating his H
(V) polarized single photon and inputting it to the H(V)-
QZy gate. Bob decides b = 1 if Dy clicks. Otherwise
Bob decides b = 0. Note that if the photon is discarded
in the QZ gate for b = 1, Bob decodes erroneously the
classical information as b = 0, which forms a classical binary
Z-channel [69].
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Encoding MR
Alice b Ib) x0!

PBSH(V)
Bob H(V)-CQZs Dy
[H(V)),
Dy
Alice b
1—-p 0

Fig. 5. H(V)-CQZ)s, N counterfactual communication where Alice encodes
her classical message b in the AO state |b) , and Bob throws his H (V)
polarized photon towards the H(V)-CQZjs n gate to decode this message
corresponding to the detector Dy, clicks. This CQZ counterfactual communi-
cation forms a classical asymmetric binary erasure channel with the erasure
probability 1 — A, for the message b.

Let p = Pr [b = 1]. Then, the mutual information I (A; B)
between Alice (A) and Bob (B) is given by

I(A;B) =h(p) —qih (p(lql_ﬂ)) : 9)

where h (p) = —plog, (p) — (1 — p) log, (1 — p) is the binary
entropy function and

q1 = Pr [6 = O]
=(1=-p)+p(l—p). (10)
By optimizing the message distribution p such that
[01(A;B) /op]|,_, =0, (11)

we obtain the capacity C in bits/photon for the QZ semi-
counterfactual communication as follows:

C = [I(A;B)]| (12)

P=Ps
Note that the capacity C for this simplex communication has
the minimum value of 0.144 bits/photon with p, = 0.382 when
N = 2 and tending to 1 bit/photon with p, = 1/2 as N — oo
(see Fig. 4).

2) CQZ Simplex Communication: To communicate both
0 and 1 without transmitting any physical particle over the
transmission (quantum) channel, Bob uses the CQZ gate as
shown in Fig. 5. Bob starts the protocol for decoding the
information by throwing his H (V) polarized photon towards
the H(V)-CQZ,s,n gate and decides that the message 0 or 1
was transmitted if it ends up in the state [H (V) or [V (H)) .
That is, the CQZ receiver decides the decoded message as b if
Dy, clicks. Otherwise, Bob declares that the photon is erasured
(discarded or absorbed).
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Fig. 6. Capacity C [bits/photon] and the capacity-achieving distribution p,
for the H(V)-CQZjs,n counterfactual communication as a function of N
when M = 2. With the smallest outer cycles (M = 2), the 80 % efficiency
(C' = 0.8 bits/photon) is achieved at N = 81 with p, = 0.466.

In case the photon is found in the transmission channel,
it is either discarded by the detector in the CQZ gate (when
b = 0 with the probability 1 — X\g)*> or absorbed by the
AO (when b = 1 with the probability 1 — A\;). Hence, this
CQZ counterfactual communication forms a classical (but
not symmetric) binary erasure channel [69] and the mutual
information I (A;B) is given by

I(A;B) = h(p) — g2h (p(lq_m> , (13)
2
where
g2 = Pr[b is erasured]
=(1=p) (1 =2o)+p(1=A). (14)

We calculate the capacity C' in bits/photon by maximizing the
mutual information with the optimal distribution p,. Note that
the capacity C' for this CQZ counterfactual communication
has the minimum value of 0.1515 bits/photon with p, =
0.606 when N = M = 2 and tending to 1 bit/photon with
px = 1/2 as M, N — oo (see Fig. 6).

Using the dual CQZ gate, the counterfactual Bell-state
analysis has been proposed in [64] to achieve the distin-
guishability task of four Bell states without transmitting a
physical particle over the transmission channel. In this dual
CQZ Bell-state analyzer, one entangled particle (electron) of
the Bell pair acts as a quantum AO and the other entangled
particle (photon) is input to the dual CQZ gate to perform the
counterfactual CNOT operation. To improve the efficiency of
quantum superdense coding, the semi-counterfactual Bell-state
analyzer has been also proposed in [68] using the dual QZ
gate (instead of the dual CQZ gate) with the sacrifice of full
counterfactuality. This dual QZ superdense coding achieves
90% efficiency (1.8 bits/qubit) when N = 12.

2In this case, Bob knows that b = 0 but the photon is discarded by the
protocol for counterfactuality.

2971

Encoding b;

Alice/—'é : ’;‘ : @— by
=R i b= i
. 5 C2HE
Bell pair >< ---Es -+ el - - - -
o+ . E o 2o
197) A & I BHE |
Bob X 3 3 H by
| D-CNOT |
Encoding b,
v1) aB [2) A
Alice by ¢ Bob by ¢
1—-p1 0 > 01—po
P11 1 p2
Ce Alice by e Bob by

Fig. 7. Quantum duplex coding for classical information bjbs where
p; = Pr[b; = 1] and ¢ € {1,2}. For the D-CNOT operation, Alice’s qubit
acts as a target bit and Bob’s qubit acts as a control bit in a counterfactual
way. Here, H is the Hadamard gate and Z represents the Pauli z operator,
respectively; by (or bs) is the classical bit Alice (or Bob) wants to transmit
to Bob (or Alice); [¢)1)p is the encoded Bell state; and [i2) g is
the disentangled state by the D-CNOT operation (viewed as counterfactual
full-duplex transmission) for decoding the message. The quantum duplex
coding forms a full-duplex binary erasure channel with the erasure probability
1 — (¢ for the message byba.

IV. QuANTUM DUPLEX CODING

In this section, we develop a full-duplex quantum protocol
to transfer classical information in both directions simultane-
ously and counterfactually.

A. Protocol

Consider that Alice and Bob have a preshared maximally
entangled pair (Bell state):

1 1
) = 7510048 + 25 111) 4, (15)

where the subscripts A and B denote Alice and Bob, respec-
tively. Alice and Bob encode the classical message bibs in
|y1) op Where by is the classical bit Alice wants to send to
Bob and b, is vice versa as follows (see Fig. 7) [68]:

00 = (I®I) |<I)+>AB = |(I)+>AB’
01— (1w X) 0t = [0F)
10— (ZeT) |q>+>AB = ’(I)_>AB’
11— (ZeX)|®"),,=[¥")

[¥1)aB : AP (16)
AB’

where I is the identity operator; X and Z represent Pauli x
and z operators, respectively; and

1

9545 = 510048 £ Z5 11 ap, (D
1 1

[0%) a5 = NG 01) 5 £ 2 110) o - (18)
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electron

(b) Type II

A quantum AO (electron) for (a) the QZ gate (type I) and (b) the CQZ gate (type II). The electron takes the superposition of two paths |1), and

[1)- In type I, the electron states |1), and |]), act as the presence (absence) state |1 (0)) o, and the absence (presence) state |0 (1)) o 5 of the AO for the
H(V)-QZ gate, respectively. In type II, the electron states simply act as [T), = [0) o and |]), = |1) o for the CQZ gate. If the photon is absorbed by the

electron, the electron state is in an erasure state orthogonal to 1), and |]),.

|electron), ——— QAO-I}—— QAO-TI}—— [T (1)),

[H(V))

|
I
|
I
I
I
|
I
!
| p
I

B

[H(V)), H(V)-QZy i
PBSHV)

H(V)-MQZy Gate !

160) ep 191)ep 92)ep

Fig. 9. A H(V)-MQZy interaction where the superposition state
lelectron), = «|T), + B]]), of the quantum AO (electron) is collapsed
to |7 (1)), (dequantumization) using the H(V)-QZy gate unless the photon
is absorbed by the electron. If the photon is found in the quantum channel,
the pair of photon and electron is discarded in transforming |¢1),, to |$2),,,
where the photon that has traveled over the channel is diverted again to the
quantum AO and absorbed by the electron. This electron-photon interaction
is designed to output the photon and electron by using the presence state
(blocking event) only. Hence, the protocol is fully counterfactual.

The duplex encoding transforms the initial Bell state |[®%) 3
to |11) o, one of the four Bell states |®*) , and |UF) , ;.

To transfer the classical information in both directions
simultaneously, Alice and Bob perform the D-CNOT operation
in a counterfactual way where Alice’s qubit acts as a target bit
and Bob’s qubit acts as a control bit. The D-CNOT operation
disentangles the encoded Bell state |1)1) , 5 to produce |12) A5
as follows:

|(I)i>AB =007 |$)5 5

‘¢2>AB : |\IJ:|:>AB N 1>A |:|:>B7

19)

where |+) = (]0) £|1))/v2 is the Hadamard basis.
To decode the classical information, Alice directly measures
her qubit and decides the one-bit message by, whereas Bob
first applies the Hadamard gate H followed by measuring his
qubit in computational basis and decodes one-bit message b;.
Alice and Bob decide the decoded messages as by and by from
their post-measurement states |bs),, and |by)p, respectively.
Here it is important to note that whenever a physical particle
is found in the quantum channel during the implementation of
the D-CNOT operation, the protocol discards it and declares
an erasure of the classical information bbs.

TABLE I

DECODING THE CLASSICAL MESSAGE bjbs FOR THE
MQZ DuPLEX CODING

Alice Bob
Electron ‘ bo Photon ‘ b1
e 0 [H), 0
e 1 V) 1

B. MQZ Duplex Coding

In this section, the quantum duplex coding protocol is
demonstrated using the H(V)-QZx gate. As shown in Fig. 8,
an electron as a quantum AO for duplexing coding takes the
superposition of two paths |T)_ and ||), where the subscript
e denotes the electron. In type I (Fig. 8(a)), the electron
state |T (1)), or || (1)), acts as the presence state [1),, or
the absence state |0),, of the AO for the H(V)-QZy gate.
For counterfactuality, we setup the electron-photon interaction
H(V)-MQZy as shown in Fig. 9 where the quantum AO is in
the superposition state

lelectron), = a [1), + 8] 1), - (20)

with |a|?> + |B]> = 1. The H(V)-MQZy interaction col-
lapses this quantum state by entangling and disentangling the
electron-photon pair

|$0)ep = lelectron), [H (V)| 21

as follows:
[B0)ep = [P1)ep = @[T H)ep, + B Vi, (22)
= |P2)ep =T (1) [H(V)),, , (23)

unless the photon is absorbed by the electron with the proba-
bility

(1 — AO sin2 QN)N AO (24)

where Ag = |a|? (|3]?) is the probability that the electron is
in the presence state for the H(V)-QZy gate.

The second (first) term of |¢1>ep is the outcome correspond-
ing to the electron in the absence state for the H(V)-QZy
gate. Since this outcome is not counterfactual, it is discarded
(absorbed) by the electron using the polarizing beam splitter
PSBH(V) and the X operator. Hence, whenever the photon
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electron !

PBS§I i

Bob U2 |

photon ] =2 i
[¥1) B [V21) AR [Y2K) A

Fig. 10.

A D-CNOT operation for Bell states when ba = 0(1). Here, R (6 ) is a rotation operator of rotation angle fx where K is the number of

H(V)-MQZy gates. Initially, Alice and Bob have the maximally entangled state |t)1) 5, Which is transformed by K sets of the 6 rotation and MQZ
gates successively to the separable state |(2f) o in a controlled manner. Finally, the U2 operator is performed on the recombined photon to complete the

D-CNOT operation.

30 30 : 2.0
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Fig. 11. Capacity C' [bits/Bell-pair] of MQZ duplex coding as a function of
N and K. Since the success probability (c in (34) is concave in K > 1 for any
positive integer N (see the left plot), there exists the optimal value (positive
integer) of K that maximizes the capacity for a given /N. The blue solid line is
the trajectory of capacity as a function of IV for the optimal values of K. The
left plot depicts the capacity as a function of K when N = 100. We also plot
the trajectory of (IV, K) achieving the capacity of 1.8 bits/Bell-pair (white
dashed line).

is found in the quantum channel, the electron absorbs it and
becomes an erasure state, leading the MQZ gate to output
no photon and electron (e.g., particles in the erasure state).
To discard the factual (non-counterfactual) outcome [V (H))
of the H(V)-QZy gate, we can simply use a photon detector
after PBSH(V) . Instead, we redirect this photon component to
the quantum AO (followed by the o, operator) to be absorbed
by the electron. This enables the protocol to abort nonlocally
by discarding both the photon and the electron whenever its
counterfactuality is broken.

To implement the D-CNOT operation for MQZ duplex
coding, we cascade K H(V)-MQZy gates, where Alice is
equipped with the electron and Bob has the MQZ gates
(see Fig. 10). Consider that

(25)
(26)

‘O>A = |O>e7
Da =M,

27)
(28)

The MQZ duplex coding protocol takes the following steps
to implement D-CNOT operation after encoding the classical
information bqbs.

1) Bob starts the protocol by separating the H and V
components of the photon into two paths |0) and [1),
respectively by using PBSH. Bob locally applies the
unitary operation U; = X2 on the component of the
photon in path state |0) .

2) Alice applies the rotation operation R (6 ) on her qubit:

(29)

R(0x) [cos@K sinﬂK} ’

sinfx cos g

The rotation gate R (0 ) transforms |0),, and [1), as
follows:

(30)
€2y

|0), — cosfk [0), +sinfx |1),
[1), — cosfk [1), —sinfk |0), .

3) Bob inputs the component of the photon in path |0).
of the photon to H(V)-MQZy gate for by = 0(1).
Unless the photon is absorbed by the electron, it trans-
forms the composite state of the Alice and Bob to
|th21) o 0 (32), as shown at the bottom of the next
page, with the probability

1 N
Aoy = (1 ~3 cos? Oy sin? 9N>

x (1 - %sinz 9K), 33)
which tends to one as N, K — oo. Here
|0) and |1) denote the optical path from PBSH
to the H(V)-MQZy gate and OD, respectively,
and |UF), 5 = [0F),50)c and [2F),pe =
|®%) 5 |0). Note that whenever the physical particle
is travelled over the quantum channel between Alice
and Bob, it is absorbed by the electron and the protocol
declares an erasure.

4) Alice and Bob keep recurring the step 2) and step 3) for
the remaining (K — 1) H(V)-MQZy gates unless the
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Fig. 12.

Quantum telexchanging for quantum information |7172) 5. Alice and Bob have an untangled pair of qubits |71), = a|0), + G]1), and

[n2)g = 7v|0)g + &|1)g to communicate with each other. Bob starts the dual D-CNOT protocol by entangling his message |n2)p and ancilla |0) o
with the local CNOT operation. Alice and Bob perform the nonlocal operations on their composite state, which entangles and disentangles these remote
parties successively to exchange their quantum information counterfactually. Then, Bob and Alice perform local operations to decode each quantum message.
Specifically, Bob performs the CNOT operation followed by the Hadamard gate H to decode Alice’s quantum message as |n1)g = a|0)g + 8|1)g. Bob
then announces his ancilla measurement p € {0, 1} to Alice by classical communication. Using Bob’s announcement, Alice finally performs the Z* operator

on her qubit to decode Bob’s quantum message as [72) 4 = Y[0), +0|1) 5.

protocol declares the erasure with the probability 1 — (.
where

G =) (34)

5) Bob applies U; and recombines the H and V compo-
nents of the photon. The encoded Bell pair [¢1),5 is
disentangled to |12k ) g as follows:

‘(I)i>ABC - |O>A ‘¥>B |O>C ’
‘\I/i>ABC = [DalE)s10)c-

6) Bob finally performs the Uy = Z 1-bs operation on the
component of the photon in path state |0) to complete
the MQZ D-CNOT operation.

Alice measures the path of the electron to decode the

classical information b,. Bob first applies the Hadamard gate
H to the photon, which transforms its polarization as

V2K ) ABC (35)

H|+>B - |H>p7
H|_>B - |V>p .

(36)
(37

Bob measures the polarization of the existing photon to decode
the classical information b;. Table II shows the decoded
messages corresponding to the measurement outcomes. The
MQZ duplex coding creates a full-duplex form of the binary
erasure channel with the erasure probability 1 — (.. The
bidirectional capacity C' in bits/Bell-pair of the MQZ duplex
coding is given by

C =2(
which tends to 2 bits/Bell-pair as N, K — oo (see Fig. 11).3

(38)

3This protocol enables each party to achieve unidirectional capacity of (.

V. QUANTUM TELEXCHANGING

In this section, we develop a full-duplex quantum protocol
to transfer quantum information in both directions simultane-
ously and counterfactually.

A. Protocol

Consider that Alice and Bob want to exchange their quan-
tum states |7);) , and |7)2) simultaneously where

m)a =al0)y +B[1),
Im2)g =70)g +0[1)g-

To transfer the quantum information in both directions at
the same time, Alice and Bob perform the dual D-CNOT
operation on their message qubits to entangle and disentangle
them counterfactually. Bob starts the protocol by entangling
his qubit [72) with his ancillary qubit |0) by performing the
CNOT operation locally as shown in Fig. 12. Then, Alice and
Bob have the separable composite state [1)1) g as follows:

|7/’1>ABC = |771>A (v |00>BC +4 |11>Bc) . 41)

Alice and Bob perform the two nonlocal CNOT operations
on their qubits. In the first CNOT operation, Alice’s message
qubit acts as a control qubit and Bob’s message qubit acts as a
target qubit. In the second CNOT operation, Alice’s message
qubit acts as a target qubit and Bob’s message qubit acts
as a control qubit. These nonlocal operations transform the
composite state [1)1),pc as in (42)—(44), as shown at the
bottom of the next page. Bob then applies the CNOT gate
locally on his message and ancilla qubits to decode Alice’s
message state. It transforms [1)3) \p as follows:

|7/14>ABC = (v |OO>AC +4 |11>Ac)

(39)
(40)

bits/Bell-pair in each direction simultaneously by using only one Bell-pair. X (a ‘0>B + 0 ‘1>B) . 45)
+ 1 .
|2%) apc — ﬁ(|000>ABc + cos b |111) s F sinbx [011) spc),
th21) aps - (32)

1
|‘I’i>ABc - \ﬁ(

+[110) y g + cos O [011) g + sin Ok [111) y 5 )-
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Fig. 13. A D-MQZy interaction where the quantum AO (electron)

gets entangled with the existing photon (unless absorbed by the electron)
using the dual QZ gate. Initially, the photon is in the superposition state
[photon) ; = |0}, + & 1), which is entangled with the ancillary path state
by PBS™ as [photon) , =« [HO0), +3 V1) , to start the D-MQZy inter-
action. Similar to the MQZ gate in Fig. 9, the D-MQZ gate then transforms
the electron-photon pair |$o) ., t© [#2) e, = 7T HO) ., +6 |1 V1), by
using the blocking event only (unless the photon is absorbed by the electron).

To further disentangle Bob’s ancilla and Alice’s qubit, Bob
applies the Hadamard gate H on his ancilla followed by
measuring it in computational basis. Bob announces this
measurement outcome g € {0,1} to Alice by classical
communication and Alice finally performs the Z* operation
on her qubit to decode Bob’s message state as follows:

[Us)ag = (V10)5 +3[1),) (@[0)g + B[1)p)
= [m2)a m)p -

Whenever a physical particle is found in the quantum channel
for the dual D-CNOT operation, the protocol discards it and
declares an erasure of the quantum information [1172) , -

(40)

B. MQZ-CQZ Telexchanging

In this section, the quantum telexchanging protocol is
demonstrated using the H(V)-QZy and H(V)-CQZjs, N gates.
Fig. 13 shows the dual form of the MQZ gate in Fig. 9. For
counterfacuality, this D-MQZy gate works similarly to the
H(V)-MQZ, gate. The only difference is that the superpo-
sition polarization state [photon) = v[H) + §|V), of the
input photon is entangled with the ancillary path state in the

D-MQZy gate as follows:
[photon) . = v [HO) , +d[V1) . 47)

where the ancilla states |0), and |1), show the paths for the
H- and V-QZ gates, respectively. The D-MQZy gate trans-

forms the electron-photon pair
|$0) cpa = |electron), [photon) (48)

as follows:

2975

+ad|THL) , +B80[L V1) .
= 02)epa = VT HO) oy + 011 V1),

unless the photon is absorbed by the electron with the proba-
bility

(49)

(1—Aysin®0y) ™ Ay, (50)

where A; = |ay|? + |36]? is the probability that the electron
is in the presence state for the QZ gates in both paths.

For MQZ-CQZ quantum telexchanging, Alice and Bob
initially have an untangled pair of quantum information |7;) 5
and |n2)p prepared in the electron and photon, respectively,
where we consider (25)—(28) again. Bob starts the protocol by
throwing his photon towards PBS™ to entangle the polarization
state |photon); with the ancillary path state |0), as shown
in Fig. 14. Then, Alice and Bob have the composite state
|91) apc in (41). To implement the dual D-CNOT operation in
Fig. 12, Alice and Bob first entangle their qubits counterfactu-
ally by using the dual CQZ gate and then perform K D-MQZ y
gates for controlled disentanglement (see Fig. 14). The
MQZ-CQZ telexchanging takes the following steps to device
the dual D-CNOT operation after preparing the message states.

1) Alice and Bob start the dual D-CNOT protocol by entan-
gling their message states |electron), and |photon)y
counterfactually where Alice’s message state |electron)
acts as a quantum AO and Bob is equipped with the
dual CQZ gate. Unless the photon is absorbed by the
electron or discarded at the detector in the dual CQZ
gate, this counterfactual entanglement transforms the
encoded state [1)1) pc tO [t2) zge in (44) with the

probability
A3 = (1 —|a|?sin? QM)M
M N
H [1—|B[%sin® (mfyr) sin® On ], (51)
m=1

which tends to one as M, N — oo [64].

2) Bob applies PBSH in each path of the photon to separate
the H and V components of the photon and performs the
U 5 operation locally where

Us =TI (|0)c(0] + [3)c(3]) + X @ [1)c(1]

+Z ®(2)c(2|. (52)

3) Alice applies the rotation operation R (6 ) on her qubit
and Bob applies the D-MQZ gate on the components
of the photon in path states |0) and |1). Unless the
photon is discarded in the D-MQZ gate, the D-MQZ
gate transforms [¢)2) , g as follows

[¥21) apc = @7 [000) \pc + 86 [111) \pc
+ Bysinfk |012) \po

1) apc = [¥2) apc = @7 [000) spc + @d [011) yg + By [110) sp + B3 [101) s (42)
— |13) apc = @7 1000) s go + ad [111) g + B7[010) \pe + B0 [101) s (43)
=7100) ¢ (@ |0)g + B[1)g) + 0 [11) ¢ (@ [1)g + B0)5) - (44)
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[¥1) aBC ¥2) aBC

[¥21) aBC

Dual D-CNOT

1¥3) aBC

|¢2K>ABC

Fig. 14. A dual D-CNOT operation for an unknown pair of quantum states. Initially, Alice and Bob have an untangled pair |[7172) ,g of the electron and
photon. This message pair is entangled by the dual CQZ gate and disentangled by K rounds of the O rotation and D-MQZy gates counterfactually in
a controlled manner. Finally, Bob applies the X gate on the photon component in path |1) and recombines the respective components of the photon to

complete the dual D-CNOT operation.
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Fig. 15. Transfer efficiency (fidelity) (q for the MQZ-CQZ telexchanging

as a function of |«|? and |y|2 when N = 100 and M, = K, = 10 where
M, and K, are the optimal values that maximize (q for given N such
that M, = argmaxps (3 and K, = argmaxg (f. When |a|? = 1/2,
the transfer efficiency is equal to (q = 0.659 independent of the message
states (black dashed line). We can see that {q increases as A; — 0 (the
message states are collapsing to the classical information). When N = 100,
the maximum efficiency is equal to (q = 0.903 for |«|?2 = 0 and |y|?2 = 1.

— fycosfk |112) g
+ ad cos Ok [013) \ g

+ adsinfg [113) y 5 (53)
with the probability
N
A = (1 — A cos? 0k sin? HN)
(1 — A sin? GK), (54)

which tends to one as N, K — oo.

4) Alice and Bob keep repeating step 3) for the remaining
K — 1 D-MQZ gates. The remaining K — 1 D-MQZ
gates transform the composite state |th21) to [1hax) as

follows:

[V2r) apc = @ [000) yp + 86 [111) \pe
+ 87012) \ge + ad [113) \g s (55)

unless the photon is discarded in the dual D-CNOT
operation with the probability 1 — ¢, where

Cq = AsAL. (56)

Whenever the physical particle is transmitted over the
quantum channel between Alice and Bob, the protocol
declares an erasure of the quantum message |17172) -

5) Bob applies U4 on his photon and recombines the
respective components of the photon to complete the
dual D-CNOT operation ([t)3) 5:) Where

U,=1® (|O>C<O| +[2)c(2] + |3>C<3|)

+ X 1], (57)

This MQZ-CQZ telexchanging for quantum information
creates a full-duplex form of the quantum erasure channel [70]
with the erasure probability 1 — (4 as follows:

[mn2) ag — N (Imn2) o)
= Cq Imm2)galmne| + (1 = q) [e)palel

where A denotes the full-duplex quantum erasure channel
formed by the protocol and |€), is the erasure state orthog-
onal and independent to the message state [717)2),5. The
transfer efficiency (4 can be also viewed as the fidelity

(58)

F = (mna| N |[mn2) o » (59)

which depends on the message state |1172),p in general.
Since A; = 1/2 if |a|*> = |B8]> = 1/2, this dependence
vanishes when Alice’s message |n1), is in the superposition
state of equiprobable |0), and |1), (see Fig. 15). The quan-
tum capacity ) in qubits/electron-photon for the MQZ-CQZ
telexchanging is given by

Q =2max{0,2¢, — 1} (60)
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Fig. 16. Quantum capacity @ [qubits/electron-photon], M., and K, for the
MQZ-CQZ telexchanging as a function of N when |a|? = |3|? = 1/2 where
M, and K, are the optimal values of M and K that maximize the quantum
capacity ) or equivalently the transfer efficiency (q for given N as in
Fig. 15. The 50 % efficiency () = 1 qubit/electron-photon) is attained when
N = 218 with M, =21 and K, = 15.
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Fig. 17. Quantum capacity and the optimal value of M for the quantum

telexchanging and the counterfactual state exchange protocol presented in [17]
where K is simply set to M for the MQZ-CQZ telexchanging protocol. Here
@ and M, denote the quantum capacity and the optimal value of M for the
protocol presented in [17].

tending to 2 qubits/electron-photon as K, M, N — oo (see
Fig. 16).

Recently, the counterfactual quantum state exchange has
been demonstrated by using the CQZ gates along with time-bin
device [17]. Fig. 17 shows the comparison between quantum
telexchanging (our scheme) and the protocol proposed in [17]
in terms of quantum capacity and the optimal value of M
as a function of N when |a|? = |y|? = 1/2. Here Q is the
quantum capacity achieved by MQZ-CQZ telexchanging with
M =K = M, and Q is the quantum capacity achieved by
the protocol in [17] with M = M, . It can be seen that Q > Q
whereas M, < M* for all values of N, which shows that our
protocol gives better performance while using fewer resources
(number of outer cycles).

VI. DISCUSSION
A. Nonlocality in Counterfactual Communication

Counterfactual quantum communication allows communi-
cating parties, Alice and Bob, to transfer information without

2977

transmitting any physical particle over the quantum channel.
However, it may be unclear what is nonlocal in counterfactual
communication [47], [71]. Recently, it has been shown that
the counterfactual quantum communication is the application
of the quantum Cheshire Cat effect [25], which states that
properties such as the spin of an electron can be disembodied
from the physical particles [72], [73]. Due to the quantum
Cheshire Cat effect, properties of the physical particle can be
affected by external actions even if the physical particle is not
present there.

To transmit classical information in a counterfactual manner,
Alice controls the presence or absence of an AO in a classical
manner. For b = 1, the presence of an AO is similar to
measuring the photon. In case the photon is found in the
transmission channel, it will be absorbed by the AO. Here
it can be seen that in each outer cycle, the measurement
frequency fi = N for b = 1. For b = 0, the absence of
an AO is similar to not performing any measurement on the
photon. However, the photon component in the inner cycles
ends up at detector D in Fig. 2, which shows that in each
outer cycle, the measurement frequency f; = 1 for b = 0.
Since quantum measurements collapse the state of the system,
it can be seen that the quantum Cheshire Cat effect [25] and
measurement frequency f; carry information in counterfactual
quantum communication where f; after M outer cycles is
given as [47]

M, for b =0,
MN, forb=1.

Similarly, in D-CNOT and dual D-CNOT gates, the measure-
ment frequency fs is given as

fi= (61)

K

fa= KN,

for non-blocking events, 62
for blocking events. )
In D-CNOT gates, Bob starts the protocol by separating
the H and V photon components in path states |0), and
|1) ., respectively, whereas Alice performs the R (0 ) rotation
operator on her qubit. Note that the MQZ gates output the
photon corresponding to the blocking events only. Unless the
electron absorbs the photon, the MQZ gates restrict the rotation
of the electron corresponding to the photon component in path
state |0),. However, the V photon component in path state
|1) does not interact with the electron; each R (k) operator
rotates the electron state by an angle 6 (see (32)). Following
a similar procedure for the dual D-CNOT gate, it can be seen
that the measurement frequency f> and the controlled rotation
carry the information in D-CNOT and dual D-CNOT gates.

B. Comparison

The quantum duplex coding and telexchanging are
full-duplex counterparts to the quantum superdense coding and
teleportation, respectively. The quantum superdense coding
utilizes a striking nonclassical property of Bell states, which
sends two bits of classical information in one qubit, whereas
quantum teleportation enables remote parties to transfer quan-
tum information with two-bit classical information by using
the preshared quantum entanglement. The quantum duplex
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coding and telexchanging have the following advantages over
these quantum communication protocols.

e Quantum superdense coding is a simplex protocol to
allow the communication of a two-bit classical message
in one direction only. In contrast, quantum duplex coding
allows the full-duplex communication by means of the
nonlocal D-CNOT operation. Although both the proto-
cols transmit 2 bits/Bell-pair, the main advantage of the
quantum duplex coding is to transfer classical information
in both directions simultaneously.

o Quantum teleportation utilizes a prior entanglement to
send one qubit of a quantum message. In contrast,
quantum telexchanging enables communicating parties to
transmit quantum information without preshared entan-
glement. To exchange a qubit of quantum information
by using quantum teleportation, remote parties need two
Bell pairs at the cost of four qubits and four bits of clas-
sical information. In contrast, the quantum telexchanging
enables remote parties to exchange one qubit quantum
information at the cost of one ancilla qubit and one bit of
classical information. To ensure the conterfactuality of the
protocol, the quantum capacity of quantum telexchanging
is limited to () in (60) due to the erasure probability 1—(.

VII. CONCLUSION

We have put forth the new quantum communication pro-
tocols that achieve both full duplexity and counterfactuality
for the classical as well as quantum information. Using the
preshared entanglement and the nonlocal D-CNOT operation
(counterfactual disentanglement), this unique quantum pro-
tocol allows remote parties to swap a one-bit of classical
information simultaneously without transmitting any phys-
ical particle over the channel. We have generalized this
counterfactual duplex communication framework for the quan-
tum information by devising the dual D-CNOT operation
(counterfactual entanglement followed by disentanglement in
a distributed way) along with local operations and one-bit
announcement of classical information. The communication
without transmitting any physical particle over the channel
can further provide inherent security advantages over the most
of eavesdropping attacks such as the photon-number splitting
attack and the intercept-and-resend attack. The future work
can be done to extend the quantum communication protocols
to transfer the information in both directions simultaneously,
counterfactually—and securely.
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